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. L, 202-785-0721 Fax
Ex Parte Contact: Revision of Part 22 of the Commission’s

Rules Governing the Public Mobile Services -
CC Docket No. 92-115

Dear Mr. Caton:

On Friday, May 17, 1996, Mr. Michael F. Altschul, Vice President and General
Counsel, CTIA, sent the attached letter regarding Revision of Part 22 of the
Commission’s Rules Governing the Public Mobile Services to Michele C. Farquhar,
Chief, Wireless Telecommunications Bureau; and to Jennifer Warren, Assistant Bureau
Chief:; and Roz Allen, Associate Bureau Chief, Wireless Telecommunications Bureau.

Pursuant to Section 1.1206 of the Commission’s Rules, an original and one copy
of this letter are being filed with your office.

If there are any questions in this regard. please contact the undersigned.

Sincerely.
. P

Robert F. Roche
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Cellular

Telecommunications

Industry Association

1250 Connecticut

Avenue, N.W.

Suite 200

May 16, 1996 Washington, D.C. 20036

202-785-0081 Telephone
Ms. Michele Farquhar 202-785-0721 Fax
Chief 202-736-3248 Direct Dial
Wireless Telecommunications Bureau .
Federal Communications Commission \'fi&hg‘:‘;sﬁaxsmu'
2025 M Street, NW, Room 5002 Gmamaﬁd
Washington, DC 20554

Re: Revision of Part 22 of the Commission’s
Rules Governing the Public Mobile Services
CC Docket No. 92-115

Dear Ms. Farquhar:

On August 2, 1994, the Commission adopted a Report and
Order in this proceeding implementing new Section 22.919 of
the Commission’s Rules to address the problem of cellular
fraud. In the Matter of Revision of Part 22 of the
Commission’s Rules Governing the Public Mobile Services,
Report and Order, CC Docket Nc. 92-115, 9 FCC Rcd. 6513
(1994) .

Section 22.919 of the Rules establishes cellular
equipment design specifications which require, inter alia,
that cellular equipment’s Electronic Serial Numbers (“ESNs”)
must be set at the equipment’s manufacturing site, and must
not be alterable, transferable, removable, or otherwise able
to be manipulated by any party in the field. Report and
Order, 9 FCC Rcd at 6525, 9954-63. The Commission declined
to make an exception to Rule 22.919 requested by some
Telecommunications Industry Association (“TIA”) members
which would have allowed manufacturers’ authorized agents to
transfer ESNs in normal repair activities, and also declined
CTIA’s request to require that new cellular equipment comply
with industry authentication standards. In addition, the
Commission rejected C-Two-Plus Technologies’ request for
allowing the “emulation” of ESNs for “extension” phones.



After denying TIA’'s request for a stay of Rule 22.919
until resolution of its Petition for Reconsideration, the
Commission permitted the new rule to go into effect on
January 1, 1995. See Order, FCC 94-357, CC Docket No. 92-
115, released January 10, 1995. Accordingly, both the
Commission and the industry have had more than sixteen
months of experience by which to measure the effectiveness
of Rule 22.3919. Based on that experience, CTIA urges the
Commission to deny all of the pending petitions for
reconsideration of this rule, including CTIA’sS request
submitted February 2, 1995, in its Joint Reply and Comment
filed with TIA. Simply put, the industry’s experience since
comments and reply comments were filed in January and
February of 1995 demonstrates that there 1s no need to
modify Rule 22.919, and therefore the Commission should
reject the pending petitions for reconsideration.

It is often said that the vision of hindsight is 20-20.
This proceeding affords a rare opportunity to take advantage
of the clarity of this vision. With respect to the request
for mandatory authentication set forth in TIA’s Petition,
and supported by CTIA and others on the basis that the
Commission’s failure to mandate authentication would delay
implementation of a proven method of attacking cellular
fraud, during the past sixteen months carriers and their
vendors have moved aggressively to deploy authentication so
that today authentication is a reality. The industry’s need
for authentication to combat cloning was so great that no
government mandate was needed tc make authentication happen.
Authentication exists today in New York City, and it will be
deployed in maijor markets throughout the United States by
the end of this year. Based on the <ellular industry’s
efforts and experience since comments were last filed in
this proceeding, CTIA is confident rthat no rule is needed to>
make authentication available ir all (or nearly all)
cellular markets.

Similarly, TIA anticipated that modifications to Rule
22.919 would be required to avoid an adverse affect on
manufacturers’ repair and upgrade of cellular telephones in
the field. TIA also expressed concern that adoption of the
new rule would delay the introduction of new and improved
cellular phones. 1In its February 2, 1995, Joint Reply and
Comment, CTIA joined TIA in recommending a revision to Rule
22.919 to accommodate the manufacturers’ concerns. However,
the industry has been complying with the new rule for almost
a year and a half, and none of these concerns have
materialized. With the benefit of hindsight, CTIA now
believes that no change to Rule *7.919 is required.



Finally, CTIA continues to believe that the Commission
should flatly deny C-Two-Plus Technologies’ request for
allowing the “emulation” of ESNs for “extension” phones.
Maintaining the integrity of the ESN is the cornerstone of
the industry’s technical efforts to preventing cellular
fraud on today’s analog cellular systems. The cellular
industry has invested years of effort (not to mention
millions of dollars) to develop and deploy three different
technologies to combat cloning fraud: RF fingerprinting,
velocity checking, and authentication. As AT&T Wireless
Services sets forth in its May 3, 1996, ex parte submission
in this docket, adoption of C-Two-Plus Technologies’
proposed revisions to the Part 22 ru.es would eliminate all
three of the industry’s anti-fraud technologies, leaving the
cellular industry with no technical weapons against cloning.
This should be no surprise, since "“emulation” is nothing
more than a semantic ploy to avoid the word “cloning”, which
is the proper term to describe the conduct of duplicating a
cellular phone’=s MIN and ESN combina*ion.

Since “emulation” is indistinguishable on a technical
basis from cloning, cellular carriers’ ability to detect
“emulation” is identical to their ability to detect cloning.
Similarly, if the Commission were to adopt the C-Two-Plus
Technologies’ proposal to authorize ~he use of “emulated”
cloned phones, carriers could not distinguish an “emulated”
cloned phone from any other type -f i:loned phone.

Moreover, the Commission alsoc has the benefit of
hindsight with respect to this proposal. Since C-Two-Plus
asked the Commission to modify its rules to permit the use
of “emulated” cloned phones, a Federal District Court has
clarified that what C-Two-Plus refers to as “emulation”
falls squarely within the conduct prohibited by 18 U.S.C.
§1029 of the U.S. Criminal Code. See United States of
America vs. Don Billy Yates, .Jr., Oplnion and Order,
Criminal Action 95-72 (ED Ky, Dec. 13, 1995). CTIA is not
aware of any instance where the FCC ~-ules authorize conduct
that is criminalized under Title 13 of the U.S. Code.

Ultimately, the Commission must confront the reality
that underlies both the technical and legal bases for
denying the C-Two-Plus proposal: first, the analogy to
landline telephone “extension” phones proffered by C-Two-
Plus is bogus, and second, as described above, neither
technology nor law enforcement can distinguish an “emulated”
cloned phone from any other cloned -ellular telephone.



The analogy to landline “extension” phones is flawed in
numerous ways, but none so basic as the obvious fact that no
matter how many terminal devices a landline customer
installs on his premises to originate and terminate wired
telephone service, there will be one and only one
transmission path linking those devices to the telephone

company’s end office. 1In other words, landline extension
phones do not afford telephone subscribers with multiple
network connections and access. In contrast, cellular

telephones are radics, and each cellular telephone can
independently and simultaneously access a cellular system
using different channels. 1In fact, unlike landline
extension phones, there is no way multiple cellular phones
simultaneously can access a single transmission path to the
switch. While C-Two-Plus proposes to restrict the use of
cellular “extension” phones to only one at a time, such a
restriction is meaningless and unenforceable since the
multiple phones {and their users) sharing the same ESN/MIN
will be unable to detect if a clone 1s in use at the same
time. This example offers yet another illustration of why
the analogy to landline extension phones must fail.

For all of these reasons, CTIA does not support any
change in Section 22.919, and urges the Commission to deny
each of the pending petitions for reconsideration of this
crucial provision of the Commission’s cellular rules.

Sincerely,

Michael Altschul
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This mater is before the Court upon the motion of the defendant, Don Billy Yates, t0
dismiss. This maner has been fully briefed and is ripe for review.
L  FACTS )

Yates was indicted by a federal grand jury on November 2, 1995 on four counts of
ceiminal fraud in violation of various provisions of 18 U.S.C. § 1029. Specifically, count one
of the indictment charges that Yates, *knowingly and with intent to defraud, did produce, use
and traffic in a counterfeit access device, which conduct affected interstate commercs,” in
violation of § 1029(a)(1) and (c)(1). Count two of the indictment charges that Yates "knowingly
and with intent to defraud, did have control, custody, and possession of device-making
equipment, which conduct affectsd interstate commercs, ” in violation of § 1029(a)(4) and (o)(1).
Cbunt three of the indictment charges that Yates “"knowingly and with intent to defraud, diﬁ
produce, traffic in, have control, custody and possession of a talecommunications instrument that

had besn modified and altered to obtain unauthorized use of telecommunications services, which

conduct affected interstate commerce,” in violation of § 1029(a)(5) and (c)(1). Finally, count
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four of the indictment charges that Yates “knowingly and with intent to defraud, did use, have
control, custody and possession of hardware and software used for altering and modifying
telecommunications instruments to obtain unauthorized access to telecommunications services,
which conduct affected intersiate commerce,” in violation of § 1029(a)(6)(B) and (c)(1). Each
count alleges that the offense occurred on or about September 18, 1995. At the arraignment on
November 9, 1995, Yates plead not guilty to each count.

On November 20, 1995, Yates filed two motions to dismiss the indictment. In his first
motion to dismiss, Yates argues that the indictrnent should be dismissed as multiplicitous, or
alternatively, that the Unitad States should elect under which count of the indictment it will
proceed ut trisl. In his sscond motion to dismiss, Yates argues that the indictment fails to
charge him with engaging in an illegel activity. A hearing on the motions was held on
December {, 1995. The Court denied Yates’ motion to dismiss the indictment as multiplicitous.
However, the Court held that counts 2 and 4 of ths indictment are duplicitous and ordered the
United States to elect between counts 2 and 4 of the indictment. Yates’ motion to dismiss on:
the grounds that the indictment fails to charge an illegal activity was taken under advissment by
the Court,

O. YATES’ MOTION TO DISMISS FOR FAILURE TO CHARGE AN ILLEGAL
ACTIVITY

m issue in Yates’ motion to dismiss is whether a "cloned” cellular telephone -- i.e., one
with ident!ﬂunon numbers identical to anothor existing legitimate unit -- falls within the ambit
of § 1029. Based on representation from counse! and independent research, this appears to be

an issue of first impression,
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“aese detu;mj,,, ﬁgw de indictment charges Yates with an illegal activity, an
understanding 6¢ the collujar yhom industry is imperative. Cellular telephone service is
avallable fretn commercially owned and operatad communications networks and Is based upon
a system of individual cellular tslephomThits having wireiess radio transmission capabilities and
which operate within a series of geographic "cells" secved by a radio transmirer. Cellular
telephones are typically programmed with two identifying code numbers, commonly referred to
as the electronic serial number, "ESN," 2nd the mobile {dentification number, "MIN."* The ESN
is a unique numerical code embedded in each cellular telephone by the manufacturer identifying
that particular instrument. The MIN is a ten-digit numerical telephone number (area code +
seven-digit telephone number) assigned to each cellular telephone customer. For identification
purposes, both numbers are transmitted to the cellular system by the cellular telephone unit at
the time a call is initiated. As the user moves from one celi to another, transmission of
telephone cails is automatically shifted from one tranamitter to the other, thus maintaining a
consistent signal quality.

Cases construing § 1029 as it applies to the osllular telephone industry have involved
“tumbling® csilular telephones, See United States v. Brady, 13 F.3d 334 (10th Cir. 1993);
United States v. Bailey, 41 F.3d 413 (9th Clr.), cerr. denied, 115 S.Ct. 2563 (1994); United
States v. Ashe, 47 F.3d 770 (6th Cir. 1995). A "tumbling" csllular telephone is ons which ls
capable of randomly changing either the ESN or MIN to enable the user to obtsin a "free ride"
through the cellular tefephone systsm by avoiding or defeating access or billing to an individuai
customer account. Tumbling cellular telephones take advantage of the ‘roam” feature provided

by cellular carriers. Cellular telephone customers may “roam,” that is, pisce calls from a
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forsign geographic ceil other than the geographic cell owned and operated by the carrier with

whom the customer has an account. This allows customers to place a local or long distance cail

from anywhere in the United States while cutside the geographic area serviced by his or her

home carriec. When a roamer piaces a call from a foreign geographicai service area, the

cellular telephone automatically transmits the caller’s assigned ESN and MIN. In processing a

roamer call, a foreign carrier immediately recognizes the MIN as belonging to another exlsting -
carrier. To provide effective customer service, roamer calls are, by internerwork agreement,

practice and procedure, immediately transmitted by a foreign carrier before validation of the
ldentifying ESN and MIN combination has been completad by a centrel data bank clearing house
located in San Angelo, Texas. A time lag occurs while its computers seek to maich the

automatically transmitted identifying ESN and MIN with an existing home carrier-subscriber
combination recorded In its data bank of national internetwork listings. In the sbsence of a valid.
match, all subsequent cails using the same ESN and MIN will be rejected. Although ssrvice
charges resulting from unmeatched ESN and MIN combinstions are listed together with sl

pertinent information related to the csll in the foreign carrier’s billing computer, the illicit:
roaming customer cannot be identified. As a result, the charges cannot be collected from the.
user of a tumbling cellular tslephone and the cellular carrier absorbs the cost of the cail.

In Brady, the Tenth Circuit Court of Appeals considered whether tumbling cellular:
telephones are violative of § 1029. Brady, 13 F.3d at 338, The Tenth Clrcuit relisd on Unltedj'
Stares v, McNuzt, 908 F.2d 561 (10th Cir. 1990Q), in which the court held that cioned electronic
addresses on sateilite television descrambler modules were not "access devices® within the

meaning of § 1029. Id. at 338-39. Even though the operators of sateilits television services:
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suffered ecoromic losses from the revenue forgone due to the use of cloned descrambier
modules, the court determined that there was no violatlon of § 1029 because use of such
modules did not “debit legitimate subscriber’s accounts{, and] no additional charges accrued as
a result of the unauthorized use.” MeNuse, 908 F.2d at §63-64. In other words, the court in
McNutz held that "economic losses were not enough under § 1029; instead, the government must
be able to connact actual losses to distinct transactions reflected in the company’i accounting
records.” Brady, 13 F.3d at 338. Because calls made from a tumbling cellular telephone do
not "debit legitimate subscriber’s accounts” or "trigger the creation and maintenance of a formal
record of credits and debits.” the court in Brady held that & tumbling cellular telephone is not
&n access device within the meaning of § 1029, /d. at 339.

In addressing the identical issue in United States v. Ashe, 47 F.3d 770 (6th Cir. 1995),
the Sixth Circuit Court of Appeals rejocted the Tenth Clrcuit’s intsrpretation of § 1029. In
Ashe, the defendant challenged his conviction under § 1029 for producing and possessing a |
tumbling cellular telephone, In rejecting Brady, the court noted that "{iln 1992, the losses
charged to cellular telephone carriers resulting from 'free riding’ amoumnted to over $100
million.” Id. at 774, As a result, the court heid that "invasion of an identifiable customer’s
account is not & necessary element of proof to support a conviction under [§ 1029)." /d. at 774.
Similarly, in Unired States v. Bailey, 41 F.3d 413 (9th Clr. 1994), the Ninth Circuit Court of
Appeals held that rumbling cellular telephones are acosss devicas within the ambit of § 1029,

Unlike Brady, Ashe, and Bailsy, Yates is charged with use, possession and trafficking -
of a cloned cellular telephone and cloning equipment. Cloning involves the programming of a

cellular telephone so that the ESN and MIN combination is identical to a legitimate customer's:
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account in order to obwin free telephone service. By obtaining a cloned teiephone, a celiular
customer avoids an activation fee and a monthly maintenance fee charged by the cellular carrier.

The facts in this case are undisputed. In April 1995, the Secret Service executed & search
warrant at 2 company that was selling or distributing "black boxes" that are used to clone MINs
and ESNs. The search yisided a list of customers, including Yates, who had purchased at least
one black box. During the same time, the Secret Service also received information from a local
callular telephone company that Yates was using a black box to clone cellular telephones.
Basically, Yates' service involved providing customers with an "extension phone” so that they
could have two callular telephones with the same number, while paying the activation charge and .
maintsnance fes for only one celluiar teiephone. Calls mads from either cellular telephone,
however, appear on the customer’s bill. Yates charged $150 for his cloning service.

On September 18, 1995, Specia! Agent James Burch of the United States Secret Service
obtained two cellular telephones, ons of which was programmed with an authorized ESN and’
MIN, and one which was blank. Butch then contacted and arranged to meat with Yates to
obtain s cloned cellular telephone. At their meeting, Yates programmed the ESN and MIN of
the legitimate celluiar tslephone into the blank csilular telephone. Both Yates and Burch made
wst calls from the cioned ceilular tslephone. Yates was subsequently arrested and indicted for
violating § 1025.

In support of his motion to dismiss, Yates argues that the Pederal Communications.
Commission, the federai agsncy charged with reguiating the telecommunications industry, has
consistently held that telephons numbers are not the property of the carrier but are instead a
public resource, See In Re The Master Of Administration Of North American Numbering Plan,
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that the FCC': redlag caused o
Indictment i not megk " Yates contends that United States v. Levin, 573 F.2d 463 (6th Cir.

himself, to believe that the activity charged in the

1992), is anal&fous 1o the in, the Sixth Clreuit Court of Appeals affirmed

the dismissal of an indictmant charging an opthamologist with Medicaid fraud for billing
practices which the Healthcare Finance Administration had implied were legal. Based on Levin
and the ruling by the FCC, Yates contends that he cannot be charged with engaging in a
fraudulent activity where that fraudulent activity is wholly dependent upon ownership of &.
cellular tslephone number by a tslephone carrier.

In further support of his motion to dismiss, Yates argues that becauss the teiephone
carrier will continuse to be able to bill its customery for all calls ml;!o on the extension telephone,‘
they are not damaged by the use of the extension telsphone. Moreover, Yates contends that the
tslephons companies have no right to profit based on the customer’s use of & particular telephone
number since these numbers are public resources. As a result, Yates contends that the
indictment does not charge illegal activity and must be dismissed,

Yates’ argument directly contradicts the legislative history of § 1029(a). In 1994,
concsivably in response to the Tenth Circuit Court of Appeals’ ruling in Brady, Congress
amended § 1029(n) to specifically crimimlize Yates' conduct. In passing the amendment,
Congress stated:

This section amends the counterfelt access dsvice law to criminslize the use of
cellular phones that are altered, or "cloned,” to aliow free riding on the cellular

phone system. Speciﬁully. this section prohibits the use of an altered
telecommunications instrument, or a scanning receiver, hardware or software, w0

7
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°9Ww access to tslecommunications services for the purpose of
defrauding the carrier. A scanning receiver is defined es a device used to
intercept illegally wire, oral or electronic communications. The penalty for
violating this new saction is imprisonment for up to fifteen years and a fine of the
greater of the $50,000 or twice the value obtained by the offense. House Report
H.R. No. 103-8271.

Clearty, Yates’ conduct involved the "use of an altered telecommunications instrument . . . to
obtain access to telecommunications services for the purpose of defrauding the carrier.”
Moreover, Yates' argument that the cellular carriers are not damaged by use of the extension
telephons is erronsous. By cloning csllular telephones to enable users to have an extension
phone, the cellular carriers are defrauded of the activation fee and the monthly service fee they
charge for each cellular phone. Therefore, Yates' motion to dismiss will be denied.
II. CONCLUSION

Accordingly, the Court, being sufficiently advised, hereby ORDERS that Yates' motion:
to dismiss {docket entry 19] is DENIED.

s
On this ll_/zy of December, 1995.

628/68'd 8852 £LT 9e9 ANQ3/ALLE 8N pZ:68 SE6T-p1-030



